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(feneral Provisions

Definitions:

‘Collectson, Maivitenanee, arid Dissernination of Personal Data
Individual Rights and Safeguards

W Mﬁmﬁg The Board of Higher Education pursuant to St: 1996, ¢. 131, ctintinues.

610°'CMR 10.00:in full force and efféct, vinless the boards: of tristées of the. piiblic institutions.
under the Board of HigherEducation have promulgated or adopted privacy, confidentiality, and.
data secirity’ regulatmns applicable to their institutions. Additionally, regulations previously
promulgated as 610 CMR 4.00. pursnant to' M.G.L. ¢. 154, § 9(s) have becn merged inte
610°'CMR. 10.00. Extept whei otherwise prowded by law ot Judlclal order, the" provisions of
610 CMR. 10 00 shal] apply. to: the collection, maintenance, security; and ‘dissemination. of
personal data contmned in manual or computenzed personal data systems and educauonal ddta:

(a) cnmmal offender record 1nfmmat10n as def'med mM ¢} L ¢ 6, § 167

(b mtl:lllgence, analytical or. mvestlgatwe criminal reports, criminal evaluative data’to the

extent that the disclosure of 'such to‘a data subject would endanger the life or well-being of

any person;,

{e) personal ‘data.orother data which is it contained in‘a’ pe:sonal data system, of collected

as educational data by the : Board of ngher Education from. pubhc -and: mdependent

institutions of higher education and other institutions, organizations and entities hoIdmg or

otherwise involved with such:datay and

(d) publicrecords as.othem_nse defined in M.G.L.:¢. 4,-§ 7(26).

@ Avslicationtoh T ) e ‘ N
Except where otherwise prcmded by law or judicial: order, 610 CMR 10.00. sha_ll_app_ly to the
Board of Higher Education.and all public institutions of higher'education. '

10,02: Definitions

8126116

‘For the purposes of 610:CMR:10.00, the following terms will mean::

Agengy. The Comnionwealth or any of its departments authorities established by the General
Court {0 serve a pubhc plipose: havmg eithier state-wide or local jurisdiction, boaxds, and
comiiissions, or other éntities, except eriminal justice agencies as deﬁned inMG.L. ¢, 6, §167,
to the:extent described in 510°CMR 10:01(2).

Aundit Trail. Arecording by aholder of all persons who obtain access to the personal records of
a‘data subject. '

ioh (Board). The Agency established by MiG.L. e. 154, §4 and all of

its clmsmns

Collects. Gathers; obtains or receives,

Comiissioner of the Board of Hi lucafion | issioner). The chief execitive and
administrative officer of the Departmeut of Higher Education and Board of Higher Ediication,
pursuant to M.G.L. & 15A, § 6.

Data Secuirity: Reasonable precaution from unauthorized access, theft, removal or other security
threat, '

Data Subject. Any person concerning whom persona] data is-held for'any purpose, whether or
not:he has knowledge of such hélding:
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Directory Information. Mayinclide ag individual’s name,: dddress; telephoiie number, date'of:
birth, place of birth. major field of study or éniployment position, participation in-officially
recognized activities and sports, name: ‘ol institution, weight and height-of members of the
athletic tearn, dates of attendance; ‘degree -and awards received, .the. most recent previous
educafional agency or institution attenided by thie stadent,.or other similar mformatmn The
Board ‘may, et ifs option, define certain data ‘as Dlrectory Information to me]ude the data
;d'est:nbed above; provided, ‘however, that nothing contained in 610'CMR 10.00 shall requirethe
Boatd to. disclose individuslized personal data not:otherwise exeript by applicable federal or
state law.

E;gclos . Agcess orreledse: of data:
[€:) Aceesg Inspeet:on or copying of data or reperts generafed therefrom.
(b) Beleasg The written: disclosure, in-whole-or in part of data or reports generated_
therefrom.

Disserriiriates: Transfers for any purpose from a holder to any-other agency, person, or entity.

Educational Datg. All available educauonal dita, aggregate and individualized, collected from:
data holders on’paper, magnetic tape ‘and/orin. computerized or electronit fmm, relevant to the:
careful and responsible discharge of the purposes, functions, and duties of:the Board.

Holder. Any agencyto which 610 CMR 10:00 apphes pursuant to 610 TMR 10.01(2) and as
defined i in 610°CMR 10.02 and any other pérsonor institution, organization ot other entity that
‘holds of is involved in thie aggregationer maintehance: f personal data.

Holds, Collects, maintains; or disseriinates, Whether manally, mechanically; ot electronically,

Independent Institutiorrof Higher Education. Any degree- -granting institution ofhighereducation
focated or offering degree: programs or. courses in. Massachusefts excluding public institufions’

of higher education set forth in M.G.L. ¢. 154, § 5.

M@Qﬁi A-student-or: employee:
(a) Student. :Any petson enrolled or fermerly enmlled ini aninstitution of higher education

m Massachusetts

Legal Procecding, Any 1iti'gati¢n,;ar_b;i_g_rgﬁon,-of-sm-e or federal administrative proceeding.

Maintaips. ‘Siores, updates, or corrects. N
Official Dats: Stendard teports prepared and released by the Board: in. consultation with
appropriately involved institutions:or other data holders: The Board and the institutibss shall
rely upon this data in public statemients and reports wherever reasonably practicable. Official
data ‘shall iot contain individudlized data inless ot until the Board, at its-option, designates
eertain data as Directory Iriforrisation following consultanon with each institution:

Personal Data. Any dataregarding anindividual including but iotlimited o personal identifiers,
which reldfe’to the examination, care; eustody, treatrnient, suppott, or tehabilitation. of ‘the
individual, medical, psychological, psychiatric, social, financial, and vocational data; and which
is- normally contained in case files; personnel files, or similar files. :Personal Data shall ‘be
applied to ddta maintained in. either manual or computerized or electronic form- or any
combination thereof:

inal Data Systetsi. A co]lect:on of records, a substantial nutnber of which contain'personal
data; where access to the records can be gained by the use of a personal identifier.
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Personal Identifier. Any element or data which may be used to fix a person’s identity either by
itself or when combined with other datu accessible to the holder of such data and which may
include, but is not necessarily limited to: name, address, social security number, date of birth,
race, zip code, mother’s given name, mother’s maiden name, or any letters of the mother’s given
or maiden name.

10.03: Collection, Maintenance, and Dissemination of Personal Data

8/26/16

(1) Psrsonel Data,
(2) General. Except where otherwise provided by statute, regulation, or judicial order, a
holder shall not collect, maintain, or disseminate any personal data other than that which is
essential for the performance of functions authorized by law.
1. Administration. Acting pursuant to applicable provisions of M.G.L. ¢. 15A, the
Board is legally responsible for providing cerfain aggregate educational data in repozt
form to the legislative and executive branches of the Commonwealth and to the public.
This aggregate data which shall be available for dissemination shall be produced in
standard reports, including but not limited to enrollment, program inventory, regular
statistical reports, special studies, tuition and fees, and enrollment projections. Such
reports shall be prepared, issued or released on a reguler schedule and upon executive or
legislative request. .
2. Release of Official Data. The Board shall prepare and have available certain
aggregate educational data for release through public statements and in standard report
format whenever reasonably practicable. Such data may be contained in regular
statistical reports, special studies, testimonies or public statements. Data releases that do
not conform fo the established Board’s available standard report format{s) shall meet the
Board’s internal standards to assure that they are current, consistent with other sources,
and supported by adequate background information and analysis.
3.  Accuracy of Data. The Board shall take reasonable steps to ensure that all
educationa) data collected from data holders is accurate, complete and consistent with
data previously on file with the Board or provided to the Board by other data holders.
Data or reporfs prepared by the Board for disclosure which do not conform to the
established Board’s standard report format(s) shall be accurate, current and consistent
with their sources, and shall, whenever practicable, be supperted by adequate background
information and analysis.
(b) Identification and Assurance as Essential. A holder shall identify the kinds of personal
data held and demonstrate that the holding of such data is essential for the performance of
functions authorized by law:
1. prior to the inception of any personal data system, notices should be published in
generally read newspapers in all communities in the Commonwezlth, through all other
reasonable means of drawing attention to such date held;
2. statements of identification of kinds of data held and assurance should be recorded
in an individual file accessible to periodic examination by the Commissioner or his or her
designee and the inclusion of such statements in the notice and annual repott to be
submitted pursuant to 610 CMR 10.03(2)(f);
3. to the extent possible, at the time of collection of data within the context of informed
consent procedurss conducted pursuant to 610 CMR 10.04(3) and (4).
(¢} Review by the Commissioner. The Commissioner or his or her designee may review
the procedure of any institution relating to the conformance with 610 CMR 10.00. If the
Commissioner or his or her designee should find that any institution or Board employee is
not conforming to the procedures set forth in 610 CMR 10.00 the Commissioner may direct
the chief executive officer of the institution or the Board's employee's supervisor to arrange
for compliance forthwith. The Commissioner shall report further violations to the Attorney
General for action pursuant to M.G.L. c. 214, § 3B.
(d) Public Inquiry. Where an individual has reason to believe that personal data relating to
him or her is held, but where the specific holder of such data is unknown to him or her, the
Commissioner or his or her designee upon written request from the individual, shall within
30 days make every reasonable ffort to locate all such personal data held by the Board of
Higher Education or the institutions affected by 610 CMR 10.00.
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(¢) Holder Agreements. All institutions and the Board of Higher Education holding
personal data shall assure that all agreements affecting the collection, maintenance, or
dissemination of personal data established between a holder and a person or entity not
otherwise subject to 610 CMR 10.00 shall contain provisions requiring compliance with
610 CMR 10.00. Where agreements are absent, institutions and the Board of Higher
Education shall arrange for the development of such to require compliance with 610 CMR
10.03,

(2) Administration of Personal Data,

(a) Expupgement of Obsolete Data. Each holder shall develop and implement 2 definite
plan for the expungement of obsolete data with the approval of the Records Conservation
Board pursuant to M.G.L. ¢. 30, § 42.
(b) Use of Personal Data for Unrelated Pumposes. Except where otherwise provided by
statute, regulation or judicial order, personal data collected for one purpose shall not be used
for another unrelated purpose without the informed consent of the data subject pursuant to
610 CMR 10.04(3) and (4).
{c) Personne} Security. Eachholder shail permit only those employees whose duties require
access, to have access to personal data, and shall:
1. design personnel procedures which limit the number of employees whose duties
involve access to personal data;
2. train existing personne! concerning standards of confidentiality and security required
by 610 CMR 10.00;
3. not allow any other agency or individual not employed by the holder to have access
to personal data unless such access is authorized by statute or regulation or is approved
by the holder and by the data subject;
4, screen prospective persormel with regard to previous work experience with personal
data and corresponding violations of confidentiality; and-
5. ensure that all persormel working with or having access to personal data are familiar
with 610 CMR. 10.00, the provisions of M.G.L.c. 664, c. 30, § 63, ¢. 214, § 3B, and
other pertinent legislation.
(d) Physical Security. Each holder shall take all reasonable steps for the protection of data
from physical damage or removal, including procedures providing for:
1. adequate fire detection and sprinkling systems;
2. protection against water and smoke damage;
3. watertight facilities; and
4. alarm systems, safes and locked files, window bars, security guards or any other
devices reasonably expected to prevent loss through larceny or other means of removal
for manually held data, including files, tapes, cards and like materials; and
5. passwords, keys, badges, access logs, or other methods reasonably expected to
prevent loss through larceny or other means of remeoval for mechanically or electronically
held data.
(e) Duplicate Files. Each holder shall ensure that the number of duplicate files of personal
data is maintained at an absolute minimum. Each holder shall ensure that any duplicate file
systems are maintained consistent with the requirements of 610 CMR. 10.00.
() Notice and Annual Report to the Commisgioner of the Board of Higher Education. Each
holder shall annually and upon the subsequent establishment, termination, or change in
character of a personal data system file a report with the Commissioner regarding each
personal data system it operates. Such reports shall include, but not necessarily be limited
to the following information:
1. the name of the system and the tifle and address of the person in charge of it;
2. the nature and purpose of the system;
3. the identification of the types, categories, uses and sources of data held in the system
and the assurance that such data is essential, pursuant to 610 CMR 10.03(1)(b);
4, the approximate number of individuals about whom data is held in the system;,
5. whether and to what extent the data is held in computerized form;
6. adescription of each person and vrganization having access to the system;
7. a description of the policies and practices of the holder with regard to data
maintenance, retention, and disposal;
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8. adescription of the manner in which any individual who believes that the data about
him or her is held in the system may have a search made, and, if such data is so held, may
inspect, copy, and object to it as'provided in 610 CMR 10.00;
9, adescription of other actions take to comply with 610 CMR 10.00 and Massachusetts
Law, particularly M.G.L. ¢. 66A; and
10. a statement that this report is available upon request in compliance with 610 CMR
10.00.
(g) Audit Trail. Each holder shall maintain the most feasibly precise records of having
access to and the uses of the personal data it holds, consistent with the following
requirements:
1. where such data is held in computerized form, the data system shall have the capacity
for a program or programs to electronically record all persons collecting, examining or
using data and purposes of such collection, examination, or use.
2. where the data is held in manual form, the holder shall require that 8 manual notation
be made, to the maximum extent possible, of all persons collecting, examining or using
data and the purposes of such collection, examination, or use.
3. the audit trail developed shall all be deemed part of the data held, and shall thereby
be accessible only to the following persons:
a. ‘the data subject or his or her authorized representative;
" b. individuals authorized to have access in accordance with 610 CMR 10.03(2)(c);
and
c. the Commissioner or his or her designee for purposes of reviewing and
monitoring compliance with 610 CMR 10.00.
4. incases where 2 room is maintained solely for the purpose of holding data, the holder
shall maintain a log which records the names of persons having access to the room.
Where a room is not maintained solely for that purpose, the bolder shall maintain a log
which records the names of persons actually working with such data, and the dates and
lengths of time of such use.
(b} Periodic Review of Persopnal Data Held. Each holder shall, at least once every 24
months, review its personal data system(s) with respect to the accuracy, current need,
relevance, and timeliness of data held, and shall adhere fo the following provisions:
1.  each helder shall adopt a written plan for such review, describing the systems
involved, the schedule for such review, and the persons meking the review. Each holder
shell submit such review plan to the Commissioner or his or her designee. The plan as
approved shall be a public record;
2. immediately following the completion of such a review, the persons who conducted
the review shall make a written report describing the files, tapes, records, films or data
reviewed and the degree of conformance by the holder with 610 CMR 19.00; and
3. acopy of the report shal! be submitted to the chief executive officer of the institution
and the Commissioner along with any suggestions as to whether any changes to
610 CMR 10.00 should be considered.
(i) Holding —Notice to Secretary of the Commonwealth. The holders of personal data shall
comply with the requirements of M.G.L. ¢. 66A, § 2.
() Dissemination -- Notice 10 Subsequent Holders. Each holder, when disseminating
personal data, shall insure that any subsequent holder is aware of the requirements of
610 CMR 10.00, M.G.L. c. 68A, c. 30, § 63, c. 214, § 3B, other pertinent statutes, Executive
Otder No. 111 (Fair Information Practices), and any written policy directives developed by
such agency relating to the use of such data, and shall take all reasonable steps to assure that
such data is used only in accordance with such mandates.
(&) Objecti Data Subject -- Dispensing Holding Activities. A data subject may file an
objection with a holder regarding procedures for holding data or the types of data held, in
accordance with 610 CMR 10.04(2) through (16). During the pendency of any objection,
except where otherwise provided by Jaw or judicial order, the holder in question shall make
all reasonable attempts to dispense with any further holding activities beyond mere storage,
relating to the particular data in question, until such objection has been resolved.
(I} Master Plan. Each holder, prior to the computerization or automation of any existing
personal data system and prior to the initial development of any new manual or computerized
system, shall establish in writing a master plan containing the following elements:
1. identification and justification of personal data as essential in accordance with
610 CMR 10.03(1);
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2. brief descriptions of existing or planned agreements involving the holding of personal
data in accordance with 610 CMR. 10.03(1)(e).
3. staterents reflecting proposed action on and compliance with cach of the mandates
presented in this part, particularly, the provision of an annual report and a written plan
for periodic review of data held, in accordance with 610 CMR 10.03(2)(f) and (h); and
4. the identification of foreseeable threats to the security of personal data held, and a
corresponding description of all measures to be employed as safeguards designed to
avoid or mitigate such threats, including but not necessarily limited to, plans involving
personnel training relating to data system operations and 610 CMR 10.00.
(m) Access by Non-holders. A holder shall not allow any other entity or individual not
employed by the holder to have access to personal data unless such access is authorized by
statute or regulation, or is approved by the holder and by the data subject whose personal data
is held.
(n) Subpoena -- Special Notice. Any holder served with a subpoena or other judicial or
administeative order directing it to disseminate personal data, unless otherwise prohibited by
law ot judicial order, shall immediately give notice of such fact to the data subject. Such
notice, where possible, shall include a copy of the order, except where the data subjectis the
moving party or is otherwise obviously aware of its existence. The holder, wherever legally
and practically possible, shall allow the data subject ample time to seek to quash the order
prior to complying with the order.
(0) Funding Applications. Any holder applying for a loan, grant, contract or appropriation
to fund a project involving the holding of personal data in a personal data system shall
include in such application a funding request for financing the protection of the privacy of
personal data and for compliance with 610 CMR 10.00.
(p) Legal Proceeding Exception.
1. Where a suit (or legal proceeding) has been threatened or instituted by a data subject
against the Commonwealth, the Board of Higher Education, division, or public institution
of higher education, or against any official employee of the Board or a public institution
of higher education, arising from his or her official duties or scope of employment, any
personal data concerning the data subject held by the entity that is or employs a party to
such suit (or legal proceeding) which is relevant to a determination of the issues in
dispute shall be furnished to the Attorey General or authorized assistant attorney general
or special assistant attorney general who may further disclose such personal data to the
extent he ar she deems necessary for purposes of representing the defendant(s), subject
to the following conditions:
a. disclosure shail be furnished in response to a written or oral request from the
office of the Attorney General which shall indicate the purpose of which the personal
data is requested and describe, with particularity, the data requested; and
b. personal data of persons not a party of the litigation (or legal proceeding) will be
redacted in order to protect the privacy interests of such persons,
2. Inthe event that a personal data system maintained by the Commonwealth, Board of
Higher Education or public institutions of higher education to carry out its functions,
indicates a violation or potential violation of law, whether civil, crimina) or regulatory
in nature, and whether arising under a statute, rule, regulation or order issued pursuant
thereto, the relevant data may be referred to the Attorney General in order to enforce or
irnplement the statute, rule, regulation or order issued pursuant thereto, or to investigate
or prosecute such violation.
3. Nothing in 610 CMR 10.03 shall be construed to authorize the Board of Higher
Fducation or Public institutions of higher education to release information, the disclosure
of which is prohibited by any statute other than the Fair Information Practices Act.
M.G.L. c. 66A. :

(3) Enforcement.

(a) Employees of the Board of Higher Education or of institutions under the Board of

Higher Education:
1. Any employee at the Board of Higher Education or at a public institution of higher
education found breaching the confidentiality of data subjects through violations of
610 CMR 10.00 shall be subject to reprimand, suspension, dismissal or other disciplinary
actions by the holder, the chief executive officer of the institution, the Board of Higher
Education and the Commonwealth governing its employees, and may be denied futufe
access to personal data and removed from any custodial responsibilities.
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2. The Board of Higher Education or any institution under the Board of Higher
Education or any institution which violates the terms of 610 CMR 10.00 may be liable
to individuals injured, pursuant to M.G.L. c. 214, § 3B, to legal action to enjoin such
. violations brought by the Attorney General, and to administrative action by the institution
or the Board of Higher Education to remove authorization to hold personal data.
(b) Non-agency Holders. Any holder, other than defined under 610 CMR 10.02, found
breaching the confidentiality of data subjects through viclation of 610 CMR 10.00 shall be
subject 10 a review and an investigation by the appropriate contracting agency which may
iead to suspension of any contractual or licensure relationship and to legal sanctions brought
by the Attorney General.
(¢) Monitoring and Enforcement. The Commissioner shall be responsible for the
monitoring of compliance with 610 CMR 10.00 in cooperation with the Office of the
Attorney General pursuant to M.G.L. ¢. 214, § 3B.

10.04; Individual Rights and Saferuards
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(1) Information Officers: Officer Designation. Each holder, as defined under 610 CMR 10.02,
shall designate one person to serve as the officer responsible for any personal data system

maintained by such holder.

(2) Duties and Responsibilities of Information Officers. The officer described in 610 CMR
10,04(1) shalt ensure that all data subjects enjoy the rights provided under 610 CMR 10.00,

M.G.L. c. 66A, c. 30, § 63 and ¢. 214, § 3B, and he or she shall receive complaints and
objections, answer questions, and direct operations with respect 1o the privacy, confidentiality,
and security of personal data.

{3) Right to Give or to Withhold Informed Consent. Each data subject ﬁnay give or withhold

informed consent when requested by any holder to provide personal data.

(4) Criteria for Informed Consent. Consent may be deemed to be “informed consent” only if
the holder provides the following information to the data subject and the data subject indicates
his or her understanding and agreement:
(@) an explanation of how the data requested will be used and held;
(b) astatement identifying the agencies or persons who are likely to receive or hold the data,
and an assurance that all such holders will keep the data confidential;
(c) an offer to answer any inquiries concerning the methods of holding data and the types
of data to be held, with a statement indicating the right of a person to object to such methods
or types in accordance with 610 CMR 10.04(12) through (16); and
(d) a statement indicating any legal requirements of a person to provide the data requested
and of any lepal or administrative consequences arising from a decision to withhold such
data.

{5) Request on Data. A holder, upon request of an individual, shall inform the individual in
writing and in a form comprehensible to him or her whether such holder maintains, holds, or has
held any personal data conceming him or her within the previous 24 months.

(6) Statementof Rights. A holder shall furnish to any person requested to provide personal data
a statement listing all individual rights set forth in 610 CMR 10.00.

{T) Emergencies. A holder may disseminate medical or psychiatric data to a physician treating
a data subject, upon the request of said physician, if a medical or psychiatric emergency arises
which precludes the data subject from giving approval for the release of such data; provided,
however, that the data subject shall be given notice of such access upon termination of the
€MEergency.

{(8) Right of Access of Data Subject. Each data subject or his or her duly authorized
representative shall, upon request, have access to any personal data concerning him or her, except
where prohibited by law or judicial order. In addition, each data subject or his or her duly
authorized representative shall enjoy the right to inspect and copy any personal data held
concerning him or her except where prohibited by law or judicial order.
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(9) Access to Data by Data Subject. A holder may adopt reasonable written rules governing
access to personal data, consistent with 610 CMR 10.00 and all pertinent legislation, which:
(2) ensure that any substitute or proxy for the individual data subject be duly authorized by
him; ' .
(b) regulate the time and place for inspection and the manner and cost of copying. The time
for inspection shall not be unduly restricted nor shall any unreasonable cost for copying to
be charged; and .
(c) require that data files be reviewed in the presence of or under the supervision of the
holder.

(10} Denial of Access to Data. A holder may deny & request by a data subject for access to
personal data, which consists of psychiatric or psychological date, only if the denial of access is
permitted by statute.

(11) Notification of Denial of Access to Data. A holder shall notify in writing any individual
of its denial of his or her request for access, the reasons therefore, and the rights of appeal set
forth in 610 CMR: 10.04(12) through (16}

(12) Objection by the Individual. An individual whose educational or personal data is held by
the Board may contest the accuracy, completeness, pertinence, timeliness or relevance of the
data, or its dissemination or access to third parties. Such objection shall be in writing and filed
with the data holder for its administrative review, investigation and final determination.

(13) Responsibilities of Holder Pursuant to Objection. Pursuant to an objection by a data
subject, the officer responsible for a data system shall within 30 days of the receipt of the

objection:
(2) notify, in writing, the appropriate agency head under whose anthority personal data is
held regarding the nature of the objection;
(b) investigate the validity of the objection. If, after the investigation the objection is found
to be meritorious, comect the contents of the data or the methods for holding or the use of
such data; or, if the objection is found to lack merit, provide the data subject the opportunity
to have a statement reflecting his or her views recorded and disseminated with the data in
question;
(c) notify, in writing, the appropriate chief executive officer of the institution or
Commissioner of the Board of Higher Education under whose authority personal data is held
regarding the action taken; and _
(d)} notify in writing the data subject of the cutcomes of the investigation.

(14) Appeal of Holder’s Degision. Any data subject, who objects to the decision of the officer
in charge of the personal data system may appeal the matter to the chief executive officer of the

institution or the Commissioner of the Board of Higher Education under whose authority the-

personal data in question is held. Such appeal shall be filed in writing within 30 days of
notification of the decision by the officer in charge of the personal data system.

(15) Chief Executive Officer of the Institution issioner of the Board of
Education; Adjudicatory Hearing. A chief executive officer of the institution or the
Commissioner of the Board of Higher Education hearing an appeal filed pursuant to 610 CMR
10.04(14) shall:
() et the written request of the appellant data subject convene an adjudicatory hearing, in
accordance with the provisions of M.G.L. ¢. 30A, within 30 days of the receipt of such
appeal, and render a decision on the merits within 30 days of the conclusion of said hearing;
(b) notify, in writing, the Commissioner of the Board of Higher Education within seven
days of the receipt of such appeal, regarding the nature of and filing of the appeal; and,
within seven days of rendering a final decision on the merits, notify the appellant data subject
and the appellee holder regarding the nature of the decision.
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10.04: continued
.-/ —) (16) Failure to Render a Decision. Any failure to render & decision at any stage of the appeal
S process within the time periods set outin 610 CMR 10.04(16) shall result in a decision favorable

to the appellant data subject, except that the time periods may be extended by agreement between
the data subject and the holder.

REGULATORY AUTHORITY

610 CMR 10.00: M.G.L.c. 154, § 9(s); c. 66A; c. 30, § 63; c. 7,§§ 3 and 4; ¢. 214, § 3B; c. 4,
§ 7; S1. 1980, c. 329; St. 1991, c. 142 and St. 1996, c. 151.
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